HNCITIOJIB30BAHUE METOJ0OB ®YHKIIMOHAJIBHOI'O
JAUATHOCTHUPOBAHUA JJIAA OBHAPYKEHUSA OILINBOK
HINOPOBAHUSA B KPUIITOT'PAOUYECKUX CUCTEMAX

Kapaman /.T'.
Hayuonanonwlit mexnuueckuil yHugepcumem
«XapvKoecKkuii nonumexHuuecKuil uHcmumymy, 2. Xapokoe

OOIIEeNnpUHATON NPAKTUKON I 3alIUThl NEPEeIaBaeMOM WM XPaHUMOM
uH(OpPMAIIUK CTaJ0 WCIOJB30BAaHUE PA3JIMYHBIX KPUNTOTPA()UIESCKUX CPEICTB.
biarogapsi OTKpBITOCTH M JIOCTYIHOCTH OINKCaHUs, JJig OOJIBIIMHCTBA Hamboiee
94aCTO MCIIOJIB3YEMBIX CHMMETPUYHBIX AJITOPUTMOB MM(GPOBaHUS OblIa J0Ka3aHa UX
CTOMKOCTh K aTakam, HalpaBJIECHHbBIM Ha WX Maremarudeckuit Oazuc. [loaTomy B
nocjeAHee BpEeMs 3HAUYUTEIBHO BO3POC HMHTEpPEC K aTakaMm, HAmpaBlIEHHBIM Ha
KOHKPETHBIE peain3aluu 3TUX alroputMoB. OnHoi u3 Haubosee 3¢ (HEKTUBHBIX U, B
CIEACTBUE 3TOTO, YacTO PAacCMATPUBAEMbIX B COBPEMEHHOW HAy4YHOW JIUTEpaType
aTak SBJISIETCS TaK Ha3blBaemas aTtaka ¢ BHeapeHueM omuOku (fault injection attack).
CyTh ee CcOCTOMT B TOM, YTO €CIM 3JIOYMBIIUICHHUKY yIacTcs BbI3BaTh cOOW B
MpoIlecCe  BBIMOJHEHUS  Kpunrorpaguueckux MpeoOpa3oBaHUil B CHUCTEME
mupoBaHUsT M BOCHOJB30BAThCS pe3yJbTaMU €€ PaboThl, TO 3TO 3HAYUTEIHHO
OOJIErYuT €My B3JIOM M MO3BOJIUT MOJIYYUTh CEKPETHBIN KITIOY.

BnepBbie TeopeTuueckass BO3MOXKHOCTh W TEPCHEKTHUBBI HMCIOJIb30BAHUS
nmogo0HOM aTtaku ObLIM paccMOTpeHbl B padoTax /. boue, P. A. ne Muwno u P. [Ix.
JlunToHa, a TO3KE TMOSBUJIUCH MPAKTUYECKUE peAM3allUd METoJa i TaKuxX
M3BECTHBIX M PACHPOCTPAHCHHBIX CUMMETPUUYHBIX aJTOPUTMOB IIU(DPOBAHUS KaK
AES u RC5.

BonbIIMHCTBO pellIeHH, PEACTaBIECHHBIX B OTEYECTBEHHBIX U 3apyOe’KHBIX
myOJIUKAIMSIX, COCPEIOTOYEHO HA PEUICHUH MPOOJIEeMbl BOSHUKHOBEHUS OMIMOOK ISt
KOHKPETHBIX QJITOPUTMOB IH(PPOBAHUS WIM WX OTIEIHHBIX MPeoOpa3oBaHUil B
Pa3IUYHBIX CHEIU(PUISCKUX YCIOBHUSIX, TOTJa KaK CYIIECTBYET HEOOXOIUMOCTH B
pa3paboTke 0OIeld MeTOAO0JOTUU W OOOOIIEHHON TEOpUU pEelICHUS OMUCAHHOM
MPOOJIEMBI.

BrimiontHeH aHanW3 CTPYKTYp MHOXKECTBA HamOOJiee YacTO WCIOJIb3yeMbIX
QITOPUTMOB IMU(PPOBaHUS M PACCMOTPEHBI OIEpaIlii, KOTOPHIE HCIOJB3YIOTCS B
peoOpa3oBaHUsIX ATUX ANTOPUTMOB. Bce coBpemMeHHbIE alrOpuTMbl MUGPOBAHUS
WCIIONB3YIOT OMNpeeJeHHbIH Habop omeparui, KOTOpPbIM BKJIHOYaeT B ceOs
MPAKTUYECKU BCE DJIIEMEHTAPHBIE JIOTHYECKHUE U aprupMeTUIEeCKUE (PYHKITUHU.

OmnpeneneHsl HamboJIee MOIXOMSIINE CHOCOOBI OMPEACNICHHUS OIIMOOK IS
anmnapaTHbIX peaM3aluil KpunTorpapuiyeckux onepauui. Jljis HEKOTOPBIX onepauui
CYIIIECTBYET HECKOJBKO BapHAHTOB peaIM3allid MEXaHU3MOB OOHAPYKEHUS OIIUOOK
byHKIMOHUpOBaHUS. BBIOOp KOHKPETHOTO BapuaHTa 3aBUCUT OT HCIOIB3YEMOTO
anroputMa, 0COOCHHOCTEHN anmapaTHOi IaTGOPMBI U pa3Mepa OrepaHIoB.
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