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CUCTEMA BJIOYHOI'O HIN®PYBAHHS HA MEPEKAX KJIITHHHHUX
ABTOMATIB

VY nomnoBini mpeacTaBlieHO METOJ MOOYAOBU CUCTEMU OJIOYHOTO CHMETPUUYHOIO
mmdpyBaHHs Ha Mepexax kmituHHUX aBroMatiB (MKA). OcHoBoro metona €
BUKOPHUCTaHHS aiareOpu rpyim, siki BinactuBi okpemuMm kinacam MKA. Ilposeneno
MOPIBHIOBAJIbHUNA aHAJI3 KPUIITOCUCTEM, NOOYAOBaHUX Ha OCHOBI cTannaptis DES
ta AES, 1 kpuntocuctemu na MKA. I[loka3zaHo, 1o mnporpamMHoO - arnaparHa
peamizaiis kpuntocucteM Ha ocHOBI MKA 3abesneuye miBUIEHHS IIBUIKOII1
CHCTEMH Ta 3MEHIICHHS allapaTHUX BUTPAT.
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CUCTEMA BJOYHOI'O HNIMPPOBAHUA HA CETSAX KIETOYHBIX
ABTOMATOB

B noknaae npencraBieH METOJ MOCTPOCHUS CUCTEMbI OJIOYHOIO CUMMETPUYHOTO
mudpoBaHus Ha ceTsax KieTodHbix aBromatoB (CKA). Merton ocCHOBaH Ha
MCIOJIb30BaHUU aireOpsl rpynmn, npucyumx oraenbHbiM kinaccam CKA. Ilposenen
CPaBHUTEJNIbHBIN aHAJIN3 KPUIITOCUCTEM, TOCTPOEHHBIX HA OCHOBE cTanaapToB DES
u AES, u kpuntocuctembr Ha CKA. IlokazaHo, 4To mporpaMMHoO-anmnapaTHas
peanuzanusi  kpuntocucteM Ha ocHoBe CKA oOecneunBaeT TOBBIIICHUE
OBICTPOJCHCTBUS CUCTEMBI U YMEHBIIICHHUE allapaTHbIX 3aTparT.
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BLOCK ENCRYPTION SYSTEM BASED ON CELLULAR AUTOMATA

In the report the method of building of block encryption system based on cellular
automata (CA) is presented. The method is based on using of group algebra, which
Is attached to particular class of CA. Comparative analysis of cryptosystems based
on DES and AES standards and CA based cryptosystem is carried out. It is shown
that hardware-software implementation of CA based cryptosystem ensures
Increasing system operation speed and decreasing of hardware costs.
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