Po3paxyHOK MacvBHOr0 peTpaHcaaTopa TUny, Lo PO3Citoe - 3 Be/IMKOT KiIbKOCTI
PETPaHCNATOPIB TUMY, WO PO3CItOE, HabifbLUe 3aCTOCYBaHHSA 3HANLLINM KOHCTPYKLIT
y BUMNAA4I HEMpPO30puX eKpaHiB MocKol abo onyknoi opmMu, BCTAHOB/IHOBAHNX Ha
BepLUMHax 3aBag,.

BucHOBOK  3aBfaHHs  pauioHa/IbHOTO  MNPOEKTYBaHHA W OYAIBHULTBO
pagiopenenHnxX NiHIn y nepecivyeHin MiCLEBOCTI BUPILLYHOTLCA 3HAYHO Kpalle npw
BUKOPUCTaHHI NepeBUNPOMIHIOBaYiB TUMY NEPELLKOAN M MaCMBHUX PETPaHCIATOPIB
BigZ3epKasieHHA. [lacuBHI peTpaHcnaTopu No  TWMy, WO PO3CiH0eE  AOUIMBHO
BUKOPUCTATU B TUX BUMaAKaX, KON BCTAHOB/IEHHS PETPAHCNATOPA TUMY MEPeLLKOAM
Mo TM abo IHLWKNX NPUYMHAX YCKNALHEHO.
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AOCNIIKEHHAMEHEPALIITBMNALKOBUXYNCEN

Y Haw yac 0co6smBa yBara nNpuAainsaeTbCA NUTaHHIO reHepauii BUNagKoBuX Ta
NceBLOBMNAAKOBUX YmCeN. ICHYe BenmMKa KifibKiCTb PI3HOMAHITHUX MeToAiB Ta
3ac00iB OTPUMaHHA reHepawii BUNagKoBUX Yncen.

[Mpn CTUCHeHI iHgopmauii Ta i 3aXMCTY BUKOPUCTOBYHKOTLCA MOMIHOMM, SKi €
OCHOBOO BMMaAKOBKNX umcen. Tak K NoMIHOMM MatoTb Pi3HWUIA PO36ir 3Ha4YeHb, TO TX
AOCNIMKEeHHSA [ae epeKTUBHUIA pe3ynbTaT Mnpu CTUCHEHHI iHopmauii, KpunTorpadil
I T. 0.

[na BM3HAYeHHSA AKICHOro MosiHOMa MOXHa BWKOPUCTOBYBATM 300paXKEHHS
(ppaKkTa/sibHOro fepesa. Ipu 3HAXOMXKEHHI B3aEMO3B’A3Ka MIXK POCTOM (ppaKTasa Ta
KOemiLiEHTIB MOMIHOMA, MOXHa OTPUMATX TaKWid MOMIHOM, AKUA 61 edpeKTUBHO
BMKOPWCTOBYBABCA B TEXHILi AN reHepaLi’ nceBLoBMNAaAKOBUX YKCeN.

Y po60Ti focnigpKeHi XapakTepuCTUKM MoMiHOMa, Taki AK: CTeniHb, PO3KMA,

3Ha4Y€Hb, AOBXXWNHa noniHoma.
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METO/bI 3ALLNTLI TOKAJTIbHbLIX CETEN OT HEXXE/IATE/IbHbIX
MPOHVKHOBEHWI MPU NOAK/TKOYEHWUW K CETU IPv6

BesonacHOCTM ceTell yrpoxaeT: 1) yBe/MYeHMe 4ucna CeTeBblIX arak ¢
MCMo/b30BaHNeM NpoTokona IPv6; 2) OTKPbITOCTb U YA3BUMOCTb A/18 rN106a/1bHOM
CeTV NOAKNHOYEHHbIX YCTPOMCTB, UCMO/b3YHOLMX NPOTOKON IPV6.

CraHfgapTHas cxemMa agpecauunn IPv6 nenaet MAC-agpec yCTpoicTBa BUANMbIM
N3 rnobasbHoOM ceTn. ABTOMATMYeCcKas KOH(Urypaums agpecos 6e3 3anoMUHaHWS
COCTOSIHUA CTaBUT MOJ Yrpo3y KOH(MAEHUMaIbHOCTbL MoJsib3oBaTtesnield 1 obnervaet
3afavy OTCneXunBaHWa OTAeNbHbIX Mosb3oBaTenein no IP-agpecam. CyulecTByet
npo6nema obecrieyeHns 6e30NacHOCTU NPU UCMOMb30BaHMN TaKUX TEXHOMNOIMIA, Kak
VoIP n VPN, KoTopble He MOryT (PYHKLMOHNPOBATL C UCMONb30BaHNEM 3aLUUTHBIX
pacwmnpeHmni1, ncnonblyembix B OCMicrosoft.

Hanb6onee npocTble NPUHUMMbI 6e3onacHom akcnnyartaunniPve:
WHCMEKTUPOBaHMe  BCero  TYHHENMPOBAHHOro  Tpajuka,  UCMOSb30BaHWUE
aHTMBUPYCOB, CUCTEM O0OHapyXXeHUs W NpefoTBPaLLeHUs BTOPXKEHWR, (UIbTPOB
BXOAALLEro Tpauka, MPOKCU YPOBHA MPUIOXEHWNIA, ayTeHTU(pMKaummn n T.4.6onee
crneumpuyeckne MeToabl 3awmnTbl: NCMO/b30BaHNe CepTUNLMPOBaHHLIX IPV6-ready
MEXCETEBbIX 3KpPaHOB OT repefoBbiX npousBoautenent (Cisco,Stonesoftn 1.4.), a
TaKXXe COBpPeMeHHbIe 3aLnTHbIE MexaHM3Mbl, Takne Kak MovingTargetlPv6 Defense.

MovingTargetlPv6é Defense (MT6D) — 3anateHToBaHHbIi B 2012 rogy
MPOTOKONTPAHCMOPTHOIO M CETEBOroypoBHS. OH MOXETObITb YCTAHOB/IEH KaK Ha
annapaTtHOM MapLupyTM3aTope, TaK W Ha XOCT-MawuHe. OCHOBHaf (YHKUUA
MPOTOKO/MA 3aK/4aroTcs B 06ecrneyeHnn KOH(MAEHUMaNbHOCTM Monb3oBaTens (B
oT/mune OT IPsec faHHbIi NPOTOKO/ aHOHUMU3MPYET He TOJMbKO K/IMEHTA, HO Wt
xocTa). KnwoyeBas 0C06eHHOCTb MT6D — BO3MOXHOCTb W3MEHATb afpeca
HenocpeACTBEHHO B X0e CeaHca KOMMYHMKaL MU Mexay XocTammn 6e3 06pbiBa CBA3N
N HEOOXOAMMOCTY MEePenoAKIYeHNA. 3T0YMbILLIEHHWK, HabMO4AI0LWLMIA 3a CETEBLIM
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